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Bounds comparison

* Intel MPX (Memory Protection eXtensions)

* Pointer-level bounds comparison

* Hardware-assisted per-pointer bounds
managements and checks

— Trie-structured bounds table
— four bounds registers
= Recent work

— BOGO: buy spatial memory safety,
get temporal memory safety (almost) free
, ASPLOS 2019

void init() {
char A[10];
char B[20];
bnd0 =bndmk A, A+10
bndstx A, bnd0

strcpy (A, B, 10);
}

void strcpy (char *dest, char *src) {

bndldx bnd0, dest

bndldx bnd1, src

while (*src !1=\0") {
bndcl bnd0, dest
bndcu bndo0, dest
bndcl bnd1, src
bndcu bndl, src
*dest++ = *src++;




Tag comparison

* ARM MTE (Memory Tagging Extension)
» Pointers are allowed to access the memory with the matching tag
= Hardware-assisted efficient tag management

= Recent work
— Memory Tagging and how it improves C/C++ memory safety, Report

void init() {
char A[10];

pointer - 4 bit tags Address char B[20];
D - irgA A
e e for (i=0; i<10; i++)
stg A[i];
irgB, B
for (i=0; i<10; i++)
stg A[i];

tag memory memory strcpy (A, B, 10);}
(each 4bits)
void strcpy (char *dest, char *src) {
while (*src !1=\0") {
*dest++ = *src++;

}




Pointer protection

 MAC (Message Authentication Code)

! , secret key
Message = S Message Message 2= (MAC
(O f’ - < MAC % ( MAC )
MAC | = 0 |
secret key | - |

 ARM PA (Pointer Authentication)

= Attaches PAC (Pointer Authentication Code) to a pointer
= Recent work
— PAC it up: Towards Pointer Integrity using ARM Pointer Authentication

pacialr, sp } |
rologue
pointer 2| Unused bits Address push 1r prolog
C PA-Key < blr .. } body
( Context
pop lr
pointer 2 PAC Address autia 1r, sp } epilogue
ret 1r




Al 58|

HITHH =gtHoi & (MR)

Tele-Conference
AAR A §g

XEA T

(e

A
T
Ful)

ol

—_Oo

d




ShS{ Al (M‘{) Tele conference A| A Hl

dongsik1005@wku.ac.kr




ZHA 27

2003 ~ 2004: 2h=olf Fufst7| =@ AL1E (et 7rAlf AL +=F)
2004 ~ 2017: 32 RHEA A LY (ETRI) VR/AR 112

VR/AR Z2ME 151 SOt A3

- VR 23 A|S20| 4 Al AR (0f 8 B8 A|AH)

- AEEQAHE VR A LR (. 71 AFIrE] #j|d Al AH)
T d/Eaddd 08 55 AAf (2018E =)

2018 ~ DA sk W qx|E+='|_3 st}
2019 ~ - B A E A ore] (KCGS) 24 A H

E
2019~ HECHSHE SWEA OIS ArYR| Y ME(%

o[ LU WLl Mk 4 THg Ik




Motivation: Tele-

conference

Immersive Group-to-Group Telepresence
(IEEE VR 2013)

¢ o~

The office of the future: A unified approach to image-based
| modeling and spatially immersive displays (SIGGRAPH 1998)




Mixed reality teleconference (from The Kingsman)
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Motivation: MR Teleported Avatars
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Motivation
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Visual Form




Experiments

= Experiment 1. Avatar’s Visual Form : Co-presence Hj

I:J
el
1%

v OfHFES| 2| /Hi-5 FE Co-presence H| 1L

= Experiment 2. Avatar’s Visual Form

v' OfHFEFO| 2|<3/H| -3 B Trust H| 1
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Summary: Avatar’s Environment Adaptation
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Future Trend

Augmented Reality

1OOSIGH am dg

a live direct or indirect view of a physical, real-world environment whose
elements are augmented (or supplemented) by computer-generated
sensory input

https://en.wikipedia.org/wiki/Augmented_reality

17



Future Trend

loT (Internet of Things)

home au-

“from anytime, any place smart }tomation
connectivity for anyone, we “ment
will now have connectivity

smart

for anything” - 1TU (2005) eHealth S g
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Approach

(@)

loT Objects




Approach

(@)

AR Client

loT Objects

A mobile AR client select and connect to

IoT objects 1n a given space



Approach

()

Feature AR Client
loT Objects information

The IoT objects would provide feature descriptors

and interactive augmentation contents for the AR client






Data distribution

loT devices itself or
a cloud server

N

Define AR information
of shopping objects
in offline process

Augment shopping
objects and control




Physical Object

Camera

Control
Connect Buttons

Attach

AR viewer

& Co

Storage Network

loT loT+AR
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Understanding iOS-based
Crowdturfing Through Hidden
UI Analysis
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Research Area

* Mobile Systems Security
* Vulnerabilities in Android app installation
* Vulnerabilities in Android device driver customization
* Vulnerabilities in Mobile push-messaging service

* Mobile Malware Detection and Identification
* Detection of hidden-Ul based malware
e Detection of repackaged malware
e Detection of iOS malware based on cross-comparing with Android
* |dentification of malware based on network signatures

* loT Security
* Router-based protection for loT devices

 Sonar-based protection for voice interfaces of smart speakers _
C 9))
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Understanding iOS-based Crowdturfing
Through Hidden Ul Analysis

USENIX Security 2019



Introduction

* Fake reviews
* yelp reviews, amazon reviews

* Fake news
e Spreading rumors through posts or twitter

* Fake accounts
* Fake accountson online stores

* Fake app reviews or installation
e App ranking manipulation



Crowdturfing: definition

e Crowdturfing: malicious crowdsourcing
* Itis anillicit business model, in which Cybercriminals

recruit small-time workers to carry out malicious tasks ﬁ‘\
for dishonest third parties.
ity A



Crowdturfing: platform

Dishonest third party
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Crowdturfing: platform

Dishonest third party
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Crowdturfing apps

Word Game Ul Crowdturfing Ul
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Q&A

e Email: veonjoonlee@hanyang.ac.kr

* Website: yeonjoonlee.com
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Embedded System Security
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But, in low-end embedded systems..

= Constrained computing resources
= Low cost, low power consumption

= Small memory, Low CPU clock speeds

= Lack of processor architectural supports
= No MMU (no virtualization)

= Few security extensions




1. Use Existing Hardware Features

= uXOM: Efficient eXecute-Only Memory on ARM Cortex-M
= Presented at USENIX Security '19
= eXecute-Only-Memory (XOM)

= Use as a primitive for many security solutions

= Already provided in high-end processor architecture

= uXOM
= Use unprivileged memory instructions (LDRT, STRT) in ARMv7-M

» Other features

= ARM TrustZone-M Q’
LDRT RO, [R1]

Access the memory with
unprivileged mode
regardless of actual

processor mode

Code memory



2. Add New Hardware Features

1

= RiskiM: Toward Complete Kernel Protection with Hardware
Support
» Presented at Design Automation and Test in Europe (DATE) ‘19
» [ntegrity Monitor

= Monitor various system behaviors

= Memory events, system configuration, executed instructions ...

= Add special hardware interface for this

RISC-V Processor
" Next step m] o ] ™[] PEMI
. A d d S p ec | a | in stru Ctl ons f or secu rlty s S N Gliiiiﬁl )

MEM o | MEM SO
sl Tl m2 vald »
selector
' H Data value i
. . H




Conclusion

» Embedded system security
= Using existing hardware features

= Adding new hardware features

» There are opportunities
= Numerous use cases

= RISC-V open source ISA

» Contacts
= E-mail: kwondh at pusan dot ac dot kr

= Site: https://sites.google.com/view/csl-pnu
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