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Motivation: Tele-conference
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The office of the future: A unified approach to image-based 
modeling and spatially immersive displays (SIGGRAPH 1998)

Immersive Group-to-Group Telepresence
(IEEE VR 2013)
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Motivation: MR Teleported Avatars
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Facebook : MR Teleported Avatar
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Teleported Avatar 

(Site A) (Site B) Teleported Avatar 

Least Square Approximation : Site_A • MAB Site_B , 
MAB = (Site_AT • Site_A)-1 • Site_AT • Site_B
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Teleported Avatar Adaptation
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Teleported Avatar Adaptation



Summary: Avatar’s Environment Adaptation

Teleported Avatar

Key points

Tracking Teleported Avatar 









IoT Objects



A mobile AR client select and connect to 
IoT objects in a given space 

AR Client
IoT Objects



AR Client
IoT Objects

Feature
information

The IoT objects would provide feature descriptors    
and interactive augmentation contents for the AR client





Define AR information
of shopping objects

in offline process

Data distribution 
IoT devices itself or 

a cloud server

Augment shopping 
objects and control
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Yeonjoon Lee
ERICA 



• : ERICA 
• : Indiana University Bloomington  (Advisor: XiaoFeng Wang)
• : Security Informatics ( )
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Research Area

• Mobile Systems Security
• Vulnerabilities in Android app installation
• Vulnerabilities in Android device driver customization
• Vulnerabilities in Mobile push-messaging service

• Mobile Malware Detection and Identification
• Detection of hidden-UI based malware
• Detection of repackaged malware
• Detection of iOS malware based on cross-comparing with Android
• Identification of malware based on network signatures

• IoT Security
• Router-based protection for IoT devices
• Sonar-based protection for voice interfaces of smart speakers



UUnderstanding iOS-based Crowdturfing
Through Hidden UI Analysis

USENIX Security 2019



Introduction

• Fake reviews
• yelp reviews, amazon reviews

• Fake news
• Spreading rumors through posts or twitter

• Fake accounts
• Fake accounts on online stores

• Fake app reviews or installation
• App ranking manipulation



Crowdturfing: definition

• CCrowdturfing: malicious crowdsourcing
• It is an illicit business model, in which Cybercriminals

recruit small-time workers to carry out malicious tasks
for dishonest third parties.



Web-based 
Crowdturfing [1,2,3,4]

Crowdturfing: platform
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Crowdturfing apps



Hidden UI development

Money flow
Mobile crowdturfing
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Q&A

• Email: yeonjoonlee@hanyang.ac.kr

• Website: yeonjoonlee.com
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